
THE IMPORTANCE OF A DATA BREACH PLAN

The South African society has read about, and some members 
unfortunately experienced, significant data breaches this year already. 
Even the Presidency’s website was targeted during July 2018.  
In a statement addressing the incident, Khusela Diko, who is President
Cyril Ramaphosa’s spokesperson said that “we can confirm interference 
with the Presidency website. Our technicians are currently investigating 
the incident and looking to restore it to operation”. 

The hackers identified themselves in the message as “Black Team X”. 
Another case of hacktivism occurred last year in August, when 
an infamous cyber group by the name of Anonymous targeted gov.za 
sites, revoking access to the pages for a weekend. 

The lesson fortunately being learned is that it’s not a question  
of whether a company will experience a data breach, but when.  
The challenge is to ensure that companies are adequately prepared
 to successfully deal with a breach, and emerge from the experience
wiser and far more robust in terms of knowledge, systems  
and processes. According to a recent Ponemon Institute study,  
data breaches are among the top three types of incidents that 
 affect brand reputation. 
 
The extent of stolen or leaked data is often unbelievable.  
Furthermore, the proactive detection of a data breach rely  

on advance threat intelligence capabilities and far too often a data 
breach is detected when it is reported in the media or the company 
informed by the person responsible for the breach that they have 
already been compromised.

Once a breach has been contained, organisations are faced with  
an immense clean-up operation, involving amongst others upgrading  
of systems, potential administrative fines and legal fees.  
It is undeniable that an uphill road lies ahead in terms of brand 
rehabilitation for those that manage to survive a data breach.

In terms of section 22 of the Protection of Personal Information 
Act, Act 4 of 2013 (“POPIA”), a company has a duty to notify the 
Information Regulator once a data breach took place. The notification 
must take place as soon as reasonably possible after the discovery  
of the compromise, taking into account the legitimate needs of law
enforcement and any measures reasonably necessary to determine 
the scope of the compromise and to restore the integrity of the 
responsible party’s information system. A data subject must also  
be notified (unless their identity cannot be established), where it has 
reason to believe that the personal information of a data subject has 
been accessed or acquired by any unauthorised person. The POPIA 
states that a notification to the data subject may only be delayed  
if a public body responsible for the prevention, detection or investigation 
of offences or the Information Regulator determines that notification 
will impede a criminal investigation by the public body concerned.
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The good news is that there is much that can be done ahead of time  
to prepare for a data breach and in so doing everyone can be prepared. 
It cannot be stressed enough how much time this will save later  
in trying to determine how to respond. It is imperative to determine 
which messages a company will communicate from the first disclosure  
of a data breach through to the final investigation and steps by the 
Information Regulator. Companies need to consider what to say about 
the proactive steps they are taking based on the nature of the incident 
and what customers or those affected need to do and how they intend 
to help their customers. 

In order to be prepared a data breach team is required. The size of 
the data breach team and its composition depend on several factors. 
These include the size of the company, the industry involved and the 
complexity of the business. At many companies the response team 
includes at least one representative from each of the following areas: 

 > Human resources
 > Information technology or data security
 > Communications
 > Risk management
 > Legal
 > Senior management

It is (will be) mandatory for companies to notify the Information 
Regulator of a data breach once the POPIA has been fully promulgated. 
Companies will not be able to shy away from this obligation.

Confession is an absolute duty in terms of POPIA. One should  
be clear on the content of a confession. A confession could very likely 
bring about unintended consequences. Preparation should never  
be underestimated.
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Established in the early 1900s, Werksmans Attorneys is a leading South African corporate and commercial  
law firm, serving multinationals, listed companies, financial institutions, entrepreneurs and government. 

Operating in Gauteng and the Western Cape, the firm is connected to an extensive African legal alliance 
through LEX Africa. 

LEX Africa was established in 1993 as the first and largest African legal alliance and offers huge potential  
for Werksmans’ clients seeking to do business on the continent by providing a gateway to Africa. 

With a formidable track record in mergers and acquisitions, banking and finance, and commercial litigation  
and dispute resolution, Werksmans is distinguished by the people, clients and work that it attracts and retains. 

Werksmans’ more than 200 lawyers are a powerful team of independent-minded individuals who share 
a common service ethos. The firm’s success is built on a solid foundation of insightful and innovative deal 
structuring and legal advice, a keen ability to understand business and economic imperatives and a strong focus 
on achieving the best legal outcome for clients.
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